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SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR'S ACRONYM(S)
RADM Wisecup appointed Professor Derek Reveron the EMC Chair, which serves the Naval War College and the security studies community through cutting-edge teaching and research that explores the intersection between national security and information technology. The Chair engages with leaders from academia, industry, and the Department of Defense to explore how knowledge is created, shared, and managed. With a specific emphasis on intelligence, cyber, and maritime security, the EMC Chair explores information sharing between industry and government and between developed and developing countries.
How can the global maritime partnership initiative serve as the catalyst for improving interoperability?
What information should be shared in pursuit of maritime security?
What are the cultural, policy, technical, and legal impediments to effective information sharing?
How do international regimes assist in effecting solutions? Can these regimes be improved?
What are the best practices associated with overcoming cultural, policy, technical, and legal challenges for information sharing?
How are lessons learned from coalition operations being addressed across the Doctrine, Organizations, Training, Material, Leadership and Education, Personnel, Facilities, or Policy (DOTMLPF-P)?
EMC INFORMATIONIST CHAIR
More broadly, the EMC Chair also considered questions important to the intelligence community. These included:
How are transnational challenges influencing intelligence cooperation among countries?
How can cultural, policy, technical, and legal challenges to intelligence sharing be addressed?
What new counterintelligence challenges are generated in order to create an international information sharing environment?
What lessons can be learned from international efforts of information sharing that can inform US policy and processes?
CHARTER
In 2009, the Chair explored questions such as the following:
When RADM Wisecup appointed me the Naval War College's EMC Chair, I committed to focusing my research activities on maritime security, information sharing, and cyber topics. In doing so, I also adopted the term -informationist‖ to characterize my approach. Coined by EMC Vice President Chuck Hollis, an informationist understands the context of different kinds of information, the risks associated with different information types, and the opportunities associated with unlocking additional value of existing information. Guided by this, my first year was characterized by partnership, policy relevance, and transparency.
To move discussions beyond Newport, I convened workshops in Washington, D.C., Mayport, Florida, and Bogotá, Colombia. In doing so, I broadened the discussion of maritime security by bringing together participants who study maritime security and those empowered to improve it. This included faculty and staff from across the Naval War College, the Vice Chief of Naval Operations, a special assistant from the National Security Council, and several heads of the maritime industry. The discussions were captured as podcasts, transcripts, and policy papers, which were disseminated near-real time. I am grateful to the support I have received from the Provost, Dean of Academics, NSDM Chair and staff, Public Affairs Office, and the Naval War College Foundation.
In 2010, maritime security will continue to be a key research area. I am currently working with a number of organizations to examine the lessons of various information sharing networks. Further, I am supporting efforts aimed at improving maritime security in East Africa. Given the organizational changes occurring in the Navy through the merger of OPNAV N2 and N6 and the stand-up of Fleet Cyber Command, I will also convene a workshop on cyber war late in the year. The workshop will consider legal, technical, and operational considerations as the real and virtual worlds become closer.
I am pleased to share these highlights of my first year as the EMC Informationist Chair. I am mindful that these few pages cannot capture the depth of this year's activities, but I hope to inspire you to download a podcast at www.usnwc.edu/derekreveron to continue your own efforts of improving maritime security or information sharing.
Sincerely, Derek S. Reveron, Ph.D.
Professor of National Security Affairs
EMC Informationist Chair
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MARITIME SECURITY CONFERENCE-OCT 2009
PIRATES, PORTS AND PARTNERS: MARITIME SECURITY IN THE 21ST CENTURY The U.S. Naval War College and the Atlantic Council jointly sponsored a conference on the challenges and opportunities for maritime security cooperation with a keynote address by Admiral Jonathan Greenert, the Vice Chief of Naval Operations.
The conference examined the drivers of maritime insecurity, assessed ongoing coalition maritime operations, shared lessons learned from maritime security actors and identified challenges to and opportunities for cooperation. These challenges include: policy, technical, cultural and legal aspects. Additionally, there was a special emphasis on information sharing in operations and maritime domain awareness. In the end, topics which I saw here on the agenda were discussed among the chiefs, and so I see a wide avenue for cooperation. I'm very pleased that this dialogue is commencing here. Partnerships cut across many lines: military, government, industry, labor, public, private. This joint workshop, for example, pools our unique resource to consider the challenges of maritime security and safety, and maybe we'll have another one of these up in Newport.
It's a full day, many distinguished from across the military, government, industry and labor. It gives us the opportunity to forge new friendships, raise awareness of maritime security and safety issues, discuss strategic approaches to improving maritime security and safety and inform the interagency thinking on maritime security. So I'm very, very pleased to be here with you today and hope this will be a full and productive conference. Naval War College faculty moderated three panels and two keynote addresses that included two retired 6 th Fleet commanders, an assistant secretary of state, the current US government lead on countering piracy, vice president for Maersk Line Limited, and the Vice Chief of Naval Operations. Over 140 people attended the proceedings, which can be listened to on the Naval War College webpage (www.usnwc.edu/derekreveron).
The workshop had immediate effects that were noted by NWCF Regional Director, Tim Davison, who sees -opportunities to engage in the dialogue and evolution of thought on national security issues are proving to be extremely beneficial for all.‖ Additionally, the event raised public awareness of maritime security issues, analyzed the drivers of maritime insecurity and shared lessons learned from maritime security actors. For Professor Reveron, a tangible goal was identifying policy, technical, cultural, and legal challenges for improving information sharing. This has important effects as the Navy refines its global maritime partnership concept and maritime domain awareness. The workshop supports his research and efforts to assist Navy fleets improve their capabilities. A follow-up workshop with Naval Forces South/Fourth Fleet was held in December. Through the support of the Foundation, Professor Derek Reveron staged a workshop on maritime safety and security in Washington, D.C. The event was co-sponsored with the Atlantic Council of the United States and was Professor Reveron's inaugural event as EMC Chair. The event brought together experts from across the Defense Department, the U.S. government, industry, and the international community to consider pirates, port security, and partnerships. Ambassador Mary Yates, Special Assistant to the President & Senior Advisor on Strategic Planning on the National Security Council, kicked off the event by charging the participants to develop some actionable ways to improve maritime security.
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ADM Harry Ulrich (Excerpt)
Let me be clear up front. When I speak of citizens I am speaking for all citizens of all nations. This is not because I'm altruistic; it is because I fully understand that maritime security anywhere is maritime insecurity everywhere, and that solutions cannot be found within one's own borders because it is an international challenge that requires an international solution. 
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RADM JEFFREY LEMMONS (Excerpt)
We are all united by the sea. I don't care if you're a land-locked country or if you have miles of coastline; you depend upon the sea for the health of your economy.
And we, as the United States and the United States Navy, do not have all the resources to do this alone. This is a -it's called out in our strategy as well. It's the willing banding together to take on the burdens that are disrupting the global economy through its maritime commerce.
(10/14/09-Transcript)
The Final Word
Naval War College President Rear Admiral Phil Wisecup was pleased with the event, enabled through the EMC endowment. He noted that harnessing the intellectual capabilities of the college for the Navy, and the national security community is a key priority in Newport. Foundation-funded chairs, like the one Professor Reveron occupies, are key capabilities for the college. In the short-term, the event informed thinking about maritime security at the highest levels of government. In the longterm, students and faculty can use the proceedings in their research of maritime security issues to inform strategy development, exercise planning, and security cooperation.
The conference examined the drivers of maritime insecurity, assessed ongoing coalition maritime operations, shared lessons learned from maritime security actors and identified challenges to and opportunities for cooperation that include policy, technical, cultural and legal aspects,. There was a special emphasis on information sharing in operations and maritime domain awareness. Conference panels included:
Strategic ...maritime security and domain awareness is a very, very complicated issue that no one person can -no one nation, no company, you know, no multilateral organization can own. We've got to work together and we've got to partner if we're going to get this right.
So I mean, to me that was -I mean, it's not a revolution to think about that, but that conference that day made my head hurt when I saw the complexities and the layers of complexities, and I know you will explore that in the course of the day today because maritime security concern and the sovereign -it's the sovereign right of all nations to use the global commons, the world's oceans.
And working in policy and strategic planning at the White House, the word -global commons‖ comes up often, but I've found that a variety of people either know or think they know what the term means. So I went to Wikipedia -(laughter) -and Wikipedia tells us, -that which no one person or state may own or control and which is central to life.‖
In old English law, the commons was a track of ground shared by the residents of a village and it belonged to no one. It's where the cattle could graze. It's where they would meet in a village square. But the property was held for the common good of all.
So I think the term -global commons‖ really applies to the oceans and I think it's something we all need to think about when we become stakeholders in trying to solve the problems.
I think the other point that I would make from the perch where I am -this is also not just a United States issue but certainly within the United States it has to be a whole of government effort with our international partners in multinational organizations.
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We believe that maritime security is one of those key 21st century challenges. Obviously there are both EU and NATO counter -piracy operations underway or off the coast of Somalia, alongside with the coalition led by the United States. Furthermore is the strong economic link between the United States and Europe as one of the supporting pillars of the trans-Atlantic relationship, and it relies on the safe and secure use of the oceans to facilitate that relationship.
I really don't have to mention our reliance on the international waterways for global commerce or the importance of the maritime aspect of homeland security on both continents. But maritime security is also an opportunity for our relationships. It's one of those areas where the United States and its friends and allies can find common ground to work together to safeguard international peace and security, as well as to ensure continued global prosperity.
Maritime security cooperation can be an enabler to advance cooperation on other strategic issues such as energy security or health security. In short, there are many challenges to maritime security, ranging from piracy to environmental degradation, but it also presents a unique opportunity for U.S. leadership to tackle global challenges in concert with other partners in both the public and the private domains. 
Event Agenda
In concert with US Southern Command, US Embassy Bogotá, and the Colombian Ministry of Defense, the EMC Chair convened a three-day strategic intelligence symposium.
The symposium had three main objectives:
Analyze strategic intelligence challenges of the future Reinforce information sharing relationships across Colombia's intelligence community and US Southern Command
Provide an intellectual framework to develop a national intelligence strategy for Colombia Derek Reveron discusses global security challenges in Bogotá in support of US Southern Command's efforts to support Colombia's development of a national intelligence strategy.
Bogotá, Colombia Event-2009
STRATEGIC INTELLIGENCE SYMPOSIUM U.S. Naval War College professors Joan Johnson-Freese, Derek Reveron, and Larry McCabe developed a 3-day symposium on the future security environment for Colombia's intelligence community. During the week, Colombians from across its interagency and military met in Bogota to discuss the security implications of globalization, methods to assess the security environment, and processes to develop a national strategy. The symposium is a part of NWC support to Southern Command, which has been on-going for three years. Pictured are representatives from NWC (center and far right), Colombia's National War College and U.S. Southern Command.
COLOMBIA: NATIONAL INTELLGENCE STRATEGY
As Colombia begins to engage beyond its borders by participating in peacekeeping operations in the Western Hemisphere or multinational operations in Afghanistan, Colombia's intelligence leaders recognized that its analysts need to increase strategic awareness . This was reaffirmed during the 2nd annual bilateral intelligence summit between SOUTHCOM and Colombia, which Naval War College faculty moderated. At the intelligence summit, the heads of Colombia's military intelligence agencies requested SOUTHCOM support to develop a symposium for its midlevel intelligence analysts and managers of intelligence. By partnering with the US Naval War College, this event brought together strategic intelligence experts from the United States and Colombia to discuss strategic intelligence, intelligence challenges of the 21st century, strategic warning, information sharing, and the relationship among intelligence, democracy, and national policymaking. 
CAPT Dave Sanders, JAGC (Excerpt)
Maritime intelligence and maritime security are dependent upon interagency collaboration and information sharing at all levels of government, between governments and international partners and between government and the global maritime community of interest.
The Office of Global Maritime Situational Awareness is eminently involved in promoting information sharing efforts to improve safety, security, trade and commerce within the global maritime community of interest.
Always a balance must be struck between the rights of the individual and the rights of the public. Legal barriers to information sharing strike that balance.
The sharing of information in safeguarded systems, within a secure environment by authorized individuals under circumstances allowed by the law accomplishes that balance. 
Agenda
LT Henry Irizarry, USCG (Excerpt)
Ships, ports and waterfront facilities remain attractive targets for criminals and organized crime because of the centralized aggregation of containerized or warehoused goods that more often than not have yet to be subjected to enduser accounting and valuation. Due to these factors, the maritime trade has increasingly become an important target for both transnational threats and asymetric organizations. These organizations are very aware of the fact that the maritime industry is an exploitable soft target as it relates to the smuggling of humans, weapons and drugs.
In response to this threat the maritime and intermodal transportation system has pursued bold initiatives. The U.S. Coast Guard took a multilateral approach by working through the International Maritime Organization to establish new international standards for improving security practices both on vessels and within ports known as the International Ship and Port Facility Code.
Similarly, the U.S. Customs and Border Protection Agency has mandated that carriers electronically file cargo manifests that outline the contents of U.S. bound containers 24 hours in advance of their loading overseas. … If a potential risk is identified, the partner nation is notified and the container in question will be inspected overseas before it is loaded on the U.S. We have to be very cautious with the language we use, such as "Amazon control" or "amphibious assault on an island." We need to understand that there are sensitive terms that affect the region, and a misuse of them could damage the goals and objectives of multinational operations which seek to enhance cooperation and friendship.
As the third stone, we have the equipment / technology involved in the exchange of information. The old PAC3T, LINK 11 and TTY were examples of the efforts to integrate multinational forces. The systems were installed and operated by US Navy personnel onboard the partner nation navies with little or no success due to the complexity of the system and the constraints for personnel from each ship to operate them. Now, the CENTRIX systems are a different approach, they utilize a universal operating system as a mail communication tool and most importantly, it is operated by partner nation's personnel.
The fourth cornerstone is Cultural Awareness. The fact is that we are different navies with our own identity and different cultures. The "way we do things", for example -our attention to formalities, is as important as the core of the operational activities.
CAPT Marc Weeks, Director, Partnership For the Americas Collaboration Center, US Southern Command
So, what is the information sharing solution?
1. The issues related to information sharing may never be solved because we simply cannot control the policy barriers of partners. What we can do, is continue to push to change our DoD culture as it relates to our culture of fear in terms of over-classification and perhaps over protection of information. We can also leverage the establishment of the DoD EA for MDA and their efforts to systematically attack these challenges and continue to work within our own government channels to simplify our processes to reduce the impacts of information sharing barriers. Further, we can continue to develop and implement our partnering motto and leverage small baby step victories into larger MDA information sharing solutions with a goal of achieving multi-lateral regional information sharing networks across multiple classification systems.
2. Collectively, we have not done a very good job of writing (or even understanding) the requirement. Complete and continuous domain awareness may very well be an unachievable goal because the resources simply do not exist. So, if we systematically write realistic requirements that fall into the SA-CIEA-VA model outlined above, then as science continues to develop we can apply the science to the ISR problem.
3. Technology development must understand and develop solutions that account for the information sharing barriers identified above. Within the USSOUTHCOM MDA team, we have high hopes for the NAVY Non-Classified Enclave (NCE) or similar system. Not only from the individual MDA aspect, but from a broader partnering and collaboration effort that may or not be specifically linked to a MDA mission or function. For instance, NCE can also solve numerous partner and partner nation collaboration and sharing issues across a broad range of USSOUTHCOM missions such as Humanitarian Assistance -Disaster Relief (HADR) efforts. Conceptually, the system meets our needs. However, we do fear that the system does not account for the broad range of information sharing challenges discussed above. Further, we are concerned about the interoperability and integration with ongoing efforts in the other domains. From what we have observed, NCE addresses the first step in the information sharing conundrum…that of collaborating in a "NON" classified or internet domain. 
